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TARSNfzRA b

IP 7 RLRIZCEKDRFEICHL., KRR MIZFNFIDEHR (FETHEE). VAT LA, BLUIZHRE
SNF-IEFHEEORHETAFTHVWONRETRAMEER QoY —IL $LE Z—Pz b)) Z2RLET,
HRA LD IP E2X:0]

BK)RY RSB 7O € RR7T
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2w kD —91EEHR

SecureScout TR MEED IP 7 FLRIZCDNWTEHRESINEITEINE LT

TRARENF=AR—F

TCP 1-1023
7, 9, 11, 13, 17, 19, 37, 42, 53, 67-69, 79, 88, 111, 113, 123, 135, 137-138,
161-162, 389-390, 396, 445, 464, 500, 512-514, 517-520, 525, 530-533, 540-541,

ubP 543-544, 546-547, 550, 554, 556, 560-561, 635, 640, 650, 666, 749, 750-751, 762
1434, 2049
fL—XIL—

B—Hy MR TBIL—RIL—FEIVRTFLELWIZY 7 bz 7ICET HEEMLGEEBEEDOS WVERD
RBEAEAREICLET., HEMLEISYA—IEZFL—RIL—FTFT BT ET Web H—NERERATLADE
AZAOQELELTHERT OO TRLEHR/NAETT., IL—FRICEBESINATLIAEER X TLIZD
WTHDT—E2EDRRBIZISTYI—IZEEHLEEDO)Y—ADIYEVIHIED =0 TRIELEY T A.
DATFLMNE—=Hy b DATFLANEESNT=AY Y FORKBEWUD Z ENTRERISE. BRBFERITLITIC
—ERRINFET:

RRA LD IP FL—XRI)L— k
fiab gateway107. csse. muroran—it. ac. jp ~@ Traceroute :
157.19.104. 107 > 157.19.201.126 157.19.201. 126

> gateway107. csse. muroran—it. ac. jp 157.19.104. 107

ARL—TFT 4 VT RTLELUIZ Ping

MESsEIEARL—T 4 VOV ATALAIZK Y DEAEETT, ARL—T A VI RTLEREHENT D&
FBRAZHADIEFICE > THEDERZSYD., EHEMZFIETEKRICEWVTHATY, SecureScout [£7—
Ty rSRTLETETLTWARARL—TFT A VI RTLOBREZHITLET, 42— Y M RATLK
US| EHENFBRICEICEFARL—T 4 VI VAT LBRHBEXEIZCERATEENSDOFTEHY F
A, CHhIFEZ—5FY PO RTLETO—BHUERZELARNILEZEDD-OIZEHIZE EIRABZENT
X9,

Ping IV RATLDHFEEZRET HE=HOITFERAETT; KEHODUATALIZEWNT ping ~ADIEEITDHE
TIEHYEELEA, SecureScout I& ping BLXUV/HLLIE TCP ping UV ITRKMZEKYEA—HFY R RT
LADEREFRTLET., VATLKIYRELHDBE. UTODT—TIIT—EBERRTEINFET,

wmHaSni= 0S
ARLV—TFT 4 VTV RT LA %
others 100 % ]

FE: ARL—T A VT VRTLEBEOD 5% UTH "Z0M” OATITY—IZEFENDERENTVET
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Ping IV RTLDHFEZRET HE=OITFERAETT; KBHOUATLIZEWNWT ping ~ADEETDHE
TlEHY FHFA. SecureScout I ping BXU/HLLCIE TCP ping UV TR KMZKYERA—HF Y FORT
LADEEFHITLET., VATLAIYRELAHBEGEE., UTOT—TJIIZ—ERFTINFET

P FARL—F 4 VT RT LA Ping
157.19.104. 107 NetBSD 5.0 — 5.99.5 aJHE
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R—KEE—5Y b SDRAFLEDY—ERADA VB —T T —ARTT,
FWTWAR— FIER/DRICIZ 52D, YATLABEFEMCHY, avEa1—4 SATLICKLE

BHY—EANYR—bEnFET,

BEDTA L+ 7—RAFEMEEBINR— FERET SATREENHY FT.
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IDRENS VAREVADIE) IZTRELIZEDTT, F—ERADEA VAEFZ VARG, BHENFEZURIDSSE
BL1ELWELDELTRRENET, 4—4 Y FETHLTWAER— KR LT (H—ERITEKEFELAELY)
TAMT—=RIZKYFz v SNEHBECETIEDIE. RERSNAFEFRA.

& )/ G@/E & /RE @& = B

10 — son [ /0/9 =

0P - ety N/ 0/0/7 = 8
P ~ nto I /04 = 4
UDP ~ Por thapper N0/ 0/0/4 = 4

RPC - nlockmgr v3 [N 0/0/0/3
RPC - nlockmgr vi _0/0/0/3
RPC — portmapper v2 _0/0/0/3
RPC - rpc. statd v1 or0/0/3
TCP - PortMapper _0/0/0/3
TCP - smtp [ 0/0/0/3

ubp - 635 [N 0/0/0/3

UDP — dns [N 0/0/0/3

uoP - Fsp I 0/0/0/3

UDP - syslogd or0/0/3

RPC — nlockmgr v4 _0/0/0/2 =2
0 _0/0/0/2 =2

RPC - 100004 v2 IN0/0/0/2 = 2
RPC - 100004 v1 IN0/0/0/2 = 2
RPC — 600100069 vi [IIIN0/0/0/2 = 2
=2

RPC - nis v2 IN0/0/0/2
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=/H/AE = B,

rop ~ hetp |

TCP - ssh 0/1/2 =3

FAWTHR—F—&

TRARENE IP LUDICDOVTREESNEZHAVDTVWAR—FD—ETT,
SecureScout [CX YA INF-H—ERTT,

157.19. 104. 107

(TCP/UDP/RPC) R—K/RPC TRY 5L HRINFHY—ER
TCP 22 ssh

TCP 80 http

TCP 873 rsyncd

ubp 67 bootps

ubp 68 bootpc

4/11/2 = 17

RBENTLWEY—ERK
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EEERk

TAMITEBREZZTEREEACOEI L avITRENFET, HHEEEROS. F. BYVRXIDIIER
(S5 $ERIRET Y,

o = RAVMHERS

SecureScout [E7RRA FZE—AMB L UVEE (MMOMKBEMELDOHAEHE TIELEL) BREICBTETOHESS
MHESURVEEEEELTRRLET, BRICEIHIELTIE. T—2DHE. HEHDULIIHIBR. KR
FOHEIE T oADEFBRONYFUTHEININY Y FTDRESE). FEHEEEDI—FEETT
HHEBENEITFONET,

[ 1) R REER S

SecureScout (X, MESEMHZENBEIZL > TTHEHEL (EDELSITRR FHBRIZESINSHOHIILEDS
JROMEEMEZSRBLTLEZSY) R MZRBRICETETOMBEEZHR IRV DMiEHEHEE L TERRELET
o LA LEAL, PEEDHRBHEEIHRR FERBIRICBBT-HITLLEL ELBOFEEDMHESELHAED
SNDAEENHYET, 512, WCOHIDEYRIDIEBEISIRESN-FREFY X IDIRHED
HAEDOEICEIYRR FEBIRICEBT ZENTEET, SecureScout [&, Y—ERXAFREEREZF ) XY DIfs
FHEEAELET,

([ BRI MEIERS

BURYDRBHEIE. KRR AR YBKRICBESNIFZEEZRITPIILES. (EDKSIC KRR MBI
BENDHDHIELEEDT Y RVMHEMEEZSHLTILZEL, ) BEMGEY XD DOMRBIERE. RRA +HD
WEEDAARL—T 4 VTRRITOVTDBEDNERERBL TS LTY, HWESNI-ETOMEN
EFrvIL. DK LELETOBELUVHRIRVIEHEMEEZBEL TS,

=AU EEED—&E

E2X:0] i EERAN
Apache HTTP Server 'mod proxy ajp B a—JL 157.19.104. 107
B ZH—ERTEEDETFH (CVE-2012-4557)

PHP ' sapi/cgi/cgi main.c ' IZHITB1EHREZ LNDHMFF (CVE-2012-1823) 157.19. 104. 107
phpMyAdmin PMA Bookmark get BE#XIZ# LV T bookmark ZF4ERKd % SQL 157.19. 104. 107
QII!bi‘%‘ﬂ"Ejﬂ é

phpMyAdmin 157.19. 104. 107
CEVWTHFRELBEWVWIZAIL~DEEV I IR bEZHN L A VR =)L

INANEASHD

h) R ESEEN—E

Al EELA P
Apache APR 'apr fnmatch()’' 28175 H—ERXTEEDMZEMNE 157.19. 104. 107
Apache HTTP Server 28+ 5 "mod proxy J/8A—XR 157.19.104. 107
JoX L OEREZ VOHEEEHE

Apache HTTP Server @ ’httpOnly’ Cookie IZ& BIEHFZ LDHEZEMHE 157.19. 104. 107

(CVE-2012-0053)
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R RIEBEED—E

=10

Apache HTTP Server @) 'LD LIBRARY PATH

ICEHBTRRERSATSUDO— FICLBHETEM (CVE-2012-0883)

Apache HTTP Server @ Scoreboard [T&£AO0—HILtFXxa1Y) T4 FEIDMETEE

(CVE-2012-0031)

Apache HTTP Server FRIFZEHFH D URI "mod proxy’ [Z Xk BffEFEME

Apache HTTP H—/N\[CHFZH—EXREEDELHDHEIE

HTTP TRACE A Y w FKIZE TR 0RY A4 k FL— U5 D5

OpenSSH “X11UselLocalhost” 2 &% X11 85X Xl T« [BIfE

PHP ’phar/tar.c’ [ZHITRE—T NNy ITJ7 FA—N—TJO0—DQMEENY

(CVE-2012-2386)

PHP 'rfc1867.c ' IZHBFET 4 LI bY) bSNA—HILOHfEFEHE

BRIV EHEED—F

=10

Apache HTTP Server @ mod log config IZH TR H—EXTEEDMEIEE

(CVE-2012-0021)
HITP A +—DEH

ICMP_ &2 A LR A > T REDHEIEE

OpenSSH Forced command fLIBICH 1+ B IEHEBEDOMEEE (CVE-2012-0814)

SSH H—EXMNIRFH L TLVET

Traceroute AYF|FHA[HE

ff55 7R R ~
157.19. 104. 107

157.

157.
157.
157.
157.
157.

157.

157.

19.

19.
19.
19.
19.
19.

19.

19.

104.

104.
104.
104.
104.
104.

104.

104.

107

107
107
107
107
107

107

107

ffE55 7R R ~

157.19. 104.

157.19. 104.
157.19. 104.
157.19. 104.
157.19. 104.
157.19. 104.

107

107
107
107
107
107
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XK

LI G
HTTP N +-(%:

Ll

W
|

PHP ’'sapi/cgi/cgi_main.c ' s STrocs
(2351 B EHRRZ L DOMESEME (CVE-2012-1823)  SScureseout  25ar

Apache HTTP Server 'mod_proxy ajp Ea—JL’ gVE IdS . ?\égggmﬂ
[2H1T 2 —EXTHEDMETEME (CVE-2012-4557) i:"“re cowrs e

Apache HTTP Server 2.2.12 Hhhi5 2.2.21 @ mod_proxy ajp ELa—J)LIiE. ELWU Y
IR MLEBMZERE LGS, 7—h— /—FEIS—REICBELET, Thic
Y, VE—FOREBEENAFWI VIR MEAWT, Y—EXTEE (D—Hh— HE)
ZEIETE I AEEMAHY T,

* CONF IRM:

http://httpd. apache. org/security/vulnerabilities_22. html#2. 2. 22

* CONF IRM:

http://svn. apache. org/viewvc?view=revision &revision=1227298

* GONF IRM:

https://bugzilla. redhat. com/show_bug. cgi?id=871685

* DEBIAN: DSA-2579

http://www. debian. org/security/2012/dsa—2579

Apache Z/\—2 3> 2.2.22 H LLFTHUBICEHRL TS,
HMICOVWTIESRBERRCIZEL,

157.19.104.107 - FR—Fk: 80
Apache/2.2.17 (Unix) DAV/2 PHP/5. 3. 22

CVE id CVE-2012-1823

id
PHP 5.3.12 REH KLY 5.4.2 RiED 5.4.x M sapi/cgi/cgi_main.c [& CGIRI 1)
7k (B4 php-cgi) & LTHRESINIIEIZ, = (FB) XFINERW:=H I XFF
FEYIZMEBLELAL, TNIZEY, VE—FOHEEDL 'd T—XFEDEED
php_getopt DEMMAFEBLTWAZEICEELEYV T XFHIRIZaATUER SA4 Y
FTLavEBLZIET, FEDI—FEEFTIHA8MELADY T,
* MISC:
http://eindbazen. net/2012/05/php—cgi—advisory—cve—-2012-1823/
* CONF IRM:
http://www. php. net/ChangelLog—5. php#5. 4. 2
* GONF IRM:
http://www. php. net/archive/2012. php#id2012-05-03-1
* GONF IRM:
https://bugs. php. net/bug. php?id=61910
* GCONF IRM:
https://bugs. php. net/patch—display. php?bug_id=61910 &patch=cgi.diff
&revision=1335984315 &display=1
* HP: HPSBMU02786
http://h20000. www2. hp. com/bizsupport/TechSupport/Document. jsp?ob ject 1D=c03360
041
* REDHAT: RHSA-2012:0546
http://www. redhat. com/support/errata/RHSA-2012-0546. htm|
* REDHAT: RHSA-2012:0547
http://www. redhat. com/support/errata/RHSA-2012-0547. htm|
* REDHAT: RHSA-2012:0568
http://www. redhat. com/support/errata/RHSA-2012-0568. htm|
* GERT-VN: VU#520827
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%t

LI G :
HTTP N +-(Z:

g

PHP ' sapi/cgi/cgi_main.c ' s Seout
(281 B EREZ L DOMESZM (CVE-2012-1823)  SSeureseod

CVE id CVE-2012-1823

19897
id

http://www. kb. cert. org/vuls/id/520827

* SECUNIA: 49014

http://secunia. com/advisories/49014

* SECUNIA: 49065

http://secunia. com/advisories/49065

* SECUNIA: 49087

http://secunia. com/advisories/49087

N—232 543 HLLFIHUBICEHRLTLESL,

HMICOVWTIESEBZERERCFZEL,

157.19.104.107 - FR—Fk: 80
Apache/2.2.17 (Unix) DAV/2 PHP/5. 3. 22

PHP #&Hin -% 3v: 5.3.22

=
arn

o

B

phpMyAdmin PMA_Bookmark_get BH#{[Zd5LVT s Seout
bookmark Z4.RT 3 SAL ¥ T AETINB SecureScou

CVE id CVE=2011-0987
19629
id
phpMyAdmin 2.11.11.3 KD 2. 11.x FELUW 3.3.9.2 KiHED 3.3.x D libraries/
bookmark. |ib. php I PMA_Bookmark_get BE#{Tl&. bookmark 4 T ') Z@Et]IZHI[R
LEFA, UE—FRBIESNI=2—FH bookmark 4T 5 & T, AlOI—HIZ
TSAL VTYEETTHIENKYBEIZGYET,
* GONF IRM:
http://phpmyadmin. git. sourceforge. net/git/gitweb. cgi?p=phpmyadmin/phpmyadmin;
a=commit;h=ab5464b4daff0059cdf8c9e5f4d54a80e2dd2a5b0
* GCONF IRM:
http://www. phpmyadmin. net/home_page/secur ity/PMASA-2011-2. php
* DEBIAN: DSA-2167
http://www. debian. org/security/2011/dsa-2167
* FEDORA: FEDORA-2011-1373
http://lists. fedoraproject. org/pipermai |l /package—announce/2011-February/05434
9. html
* FEDORA: FEDORA-2011-1408
http://lists. fedoraproject. org/pipermail/package—announce/2011-February/05435
5. html
* FEDORA: FEDORA-2011-1282
http://lists. fedoraproject. org/pipermail/package—announce/2011-March/054525. h
tml
* MANDRIVA: MDVSA-2011:026
http://www. mandriva. com/secur ity/advisories?name=MDVSA-2011:026
* BID: 46359
http://www. securityfocus. com/bid/46359
* SECUNIA: 43324
http://secunia. com/advisories/43324
* SECUNIA: 43391
http://secunia. com/advisories/43391
* SECUNIA: 43478
http://secunia. com/advisories/43478
* VUPEN: ADV-2011-0381
http://www. vupen. com/engl ish/advisories/2011/0381
* VUPEN: ADV-2011-0385
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T phpMyAdmin PMA_Bookmark get BH#KIZHLNT OVE id CVE-2011-0987

bookmark FHERT 2 SAL ¥ T MEFEND ?Z"‘”es‘”“t -

http://www. vupen. com/engl ish/advisories/2011/0385
* VUPEN: ADV-2011-0409
http://www. vupen. com/engl ish/advisories/2011/0409
* VUPEN: ADV-2011-0512
http://www. vupen. com/engl ish/advisories/2011/0512
* VUPEN: ADV-2011-0570
http://www. vupen. com/engl ish/advisories/2011/0570
* XF: phpmyadmin—bookmark—secur ity-bypass (65390)
http://xforce. iss. net/xforce/xfdb/65390

PO 3 phpmyadmin % 2.11.11.2 L&D 2.11.x HKU 3.3.9.1 LIFED 3.3.x [T v TJ
L—FRFLTLEEELY,
HMICOVWTIESHERERCIZELY,

LIFCHRH: 157.19.104.107 - R—Fk: 80

phpmyadmin vulnerable version found

phpMyAdmin CVE id CVE-2011-0986
BN CEWTHEELBEWVWI 7 IILADERE Y TR k%SecureScout 19628
NADEAETND id
HL)E] phpMyAdmin 2. 11.11.2 RE®D 2. 11.x XV 3.3.9.1 KXFED 3.3.x TlX., (1)
README, (2) ChangeLog & &1 (3) LICENSE 7 7 A ILHARZEL TS & #@EY)ICL
HLEEA,

README. ChangelLog # % UME LICENSE 77 A LAY, (T4 RARJEaA—ZIZ&-T)
TNODEREDIZFHAMNSEY BRMINTIZZEE. CHoDIT7AILERTT H-OIZHER
SNBRTYTHRIZEY, ENODTILISANRRTEIN, SHLLEDAHEMEDHIHE
[ZDEMNY FET,
* CONF IRM:
http://phpmyadmin. git. sourceforge. net/git/gitweb. cgi?p=phpmyadmin/phpmyadmin;
a=commit;h=035d002db1e1201e73e560d7d98591563b506a83
* CONFIRM:
http://www. phpmyadmin. net/home_page/secur ity/PMASA-2011-1. php
* FEDORA: FEDORA-2011-1373
http://|ists. fedoraproject. org/pipermai |l /package—announce/2011-February/05434
9. html
* FEDORA: FEDORA-2011-1408
http://lists. fedoraproject. org/pipermail/package—announce/2011-February/05435
5. html
* MANDRIVA: MDVSA-2011:026
http://www. mandr iva. com/secur ity/advisories?name=MDVSA-2011:026
* SECUNIA: 43478
http://secunia. com/advisories/43478
* VUPEN: ADV-2011-0385
http://www. vupen. com/engl ish/advisories/2011/0385
* XF: phpmyadmin-readme—path—disclosure (65424)
http://xforce. iss. net/xforce/xfdb/65424
PIK 3 phpmyadmin % 2.11.11.2 L&D 2.11.x HKU 3.3.9.1 LIE®D 3.3.x [T7vTJ
L—FRLTLEELY,
HHMICOVWTIISERERRIZEL,

N
sm
Bt
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phpMyAdmin CVE id
BN CEWTHEELBEWI 7 ILADERE') Y TR k%SecureScout

NADEAETND id
LITCHH: 157.19.104.107 - KR—Fb: 80

phpmyadmin vulnerable version found

CVE-2011-0986
19628
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) R e

CVE id CVE-2011-0419
Apache APR "apr_fnmatch ()’
O ss 49— E xReen et pocureSoout {13963
£ A Apache APR (&, BENY—EXREEREZ5ITECTHESBMEICHRIERNHY £

o

Apache Portable Runtime (APR) 1.4.3 EKiEMDZ 4 TS ') & Apache HTTP Server
2.2.18 EKiE®D apr_fnmatch.c @ fnmatch & KT NetBSD 5.1, OpenBSD 4.8,
FreeBSD. Apple Mac 0S X 10.6. Oracle Solaris 10 & U Android @ libc D
frmatch.c [ZHEIFTHDRE vV REDHEHEIZLY., a0 THFR MUKFELE-RES
M. B-BIHAD x? O—FTURERAWNT, Y—EXTEE CPU BLUAEYDEE)
5| SR I AEEEADHY FI, KX, httpd ND mod_autoindex [ZxtT HHE(C

KO TEIEEHTY,
SR * SREASONRES: 20110512 Multiple Vendors |ibc/fnmatch(3) DoS (incl| apache)

http://securityreason. com/achievement_securityalert/98

* MLIST: [dev] 20110510 Re: Apache Portable Runtime 1.4.4 [...] Released
http://www. mail-archive. com/dev@apr. apache. org/msg23961. html

% MLIST: [dev] 20110510 Re: fnmatch rewrite in apr, apr 1.4.3
http://www. mai l-archive. com/dev@apr. apache. org/msg23960. html

* MLIST: [dev] 20110511 Re: Apache Portable Runtime 1.4.4 [...] Released
http://www. mail-archive. com/dev@apr. apache. org/msg23976. html

* MISC:

http://cxib. net/stuff/apache. fnmatch. phps

* GCONF IRM:

http://cvsweb. netbsd. org/bsdweb. cgi/src/lib/|ibc/gen/fnmatch. c#revl. 22

* GONF IRM:

http://httpd. apache. org/security/vulnerabilities_22. html

* CONF IRM:

http://svn. apache. org/viewvc/apr/apr/branches/1. 4. x/strings/apr_fnmatch. c?r1=
731029 &r2=1098902

* GONF IRM:

http://svn. apache. org/viewvc?view=revision &revision=1098188
* CONF IRM:

http://svn. apache. org/viewvc?view=revision &revision=1098799
* GONF IRM:

http://www. apache. org/dist/apr/Announcementl. x. html

* CONF IRM:

http://www. apache. org/dist/apr/CHANGES—-APR-1. 4

* CONF IRM:

http://www. apache. org/dist/httpd/Announcement2. 2. html

* GONF IRM:

http://www. openbsd. org/cgi—-bin/cvsweb/src/lib/libc/gen/fnmatch. c#revl. 15
* GONF IRM:
https://bugzilla. redhat. com/show_bug. cgi?id=703390

* GONF IRM:

http://support. apple. com/kb/HT5002?viewlocale=ja_JP

* APPLE: APPLE-SA-2011-10-12-3

http://lists. apple. com/archives/Secur ity—announce/2011//0ct/msg00003. html
* DEBIAN: DSA-2237

http://www. debian. org/security/2011/dsa—2237
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mm Apache APR 'apr fnmatch()’ gVE IdS . %g%éigll:gilg
2813 H—ERXTEEDHETE M iZcure cou

* HP: HPSBUX02702
http://marc. info/?|=bugtraq &m=131551295528105 &w=2
* HP: HPSBUX02707
http://marc. info/?|=bugtraq &m=131731002122529 &w=2
* MANDRIVA: MDVSA-2011:084
http://www. mandr iva. com/secur ity/advisories?name=MDVSA-2011:084
* REDHAT: RHSA-2011:0507
http://www. redhat. com/support/errata/RHSA-2011-0507. html
* REDHAT: RHSA-2011:0896
http://www. redhat. com/support/errata/RHSA-2011-0896. htm|
* REDHAT: RHSA-2011:0897
http://www. redhat. com/support/errata/RHSA-2011-0897. html
* SECTRACK: 1025527
http://securitytracker. com/id?1025527
* SECUNIA: 44490
http://secunia. com/advisories/44490
* SECUNIA: 44564
http://secunia. com/advisories/44564
* SECUNIA: 44574
http://secunia. com/advisories/44574
* SREASON: 8246
http://securityreason. com/securityalert/8246
1% Apache M/A—2 3 0% 2.2.19 H L IXIHLUBICEHRLTLLEZEL, APR J1)—R
1.4.5 [Z[& httpd 2.2.19 AN FILENTWET,
HMICOVWTIISEERER IS,
LITTH&RH: 157.19.104.107 - HR—Fk: 80
HTTP N f-IX: Apache/2.2.17 (Unix) DAV/2 PHP/5. 3. 22

mm Apache HTTP Server [IZH[T% 'mod_proxy’ gVE IdS . %gg?%gll:gﬁg&
YNR—R TOXLOERFEZILVDESMN iZcure cou
B Apache HTTP Server 1.3.x M 1.3.42, 2.0.x A D 2.0.64, 2.2.x M5 2.2.21 B

mod_proxy EV a—JLIE, UY/N—R TAOFIHRERD (1) RewriteRule HEXU (2)
ProxyPassMatch /A2 —> < v FORELEBUICIRREZLCY EY LFEFA, ThITLY
CUE—LFOHREBEHLNRYID @ (Ty bI—Y) XFZEAEFELGRAKAD Rl #H
WT. A3 —FYy bk H—N\ANYH IR EZETHAHEMENHY 5,

* EXPLOIT-DB: 17969

http://www. exploit—db. com/exploits/17969

* FULLDISC: 20111005 Apache HTTP Server: mod_proxy reverse proxy exposure
(CVE-2011-3368)

http://seclists. org/ful ldisclosure/2011/0ct/232

* MLIST: [announce] 20111005 Advisory: mod_proxy reverse proxy exposure
(CVE-2011-3368)

http://web. archiveorange. com/archive/v/ZyS0hzECD5zzb2NkvQ |t

* MISC:

http://www. contextis. com/research/blog/reverseproxybypass/

* CONF |RM:

http://svn. apache. org/viewvc?view=revision &revision=1179239
* CONFIRM:

W
o
>m
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mm Apache HTTP Server 2175 'mod proxy’ gVE IdS . %g%;%gll:§§§§
YNR—R TOXLOERFEZILVDIEEM iZcure cou

https://bugzilla. redhat. com/show_bug. cgi?id=740045

* AIXAPAR: SE49723

http://www—01. ibm. com/support/docview. wss?uid=nas2064c7e5f53452f 686257927003
c8d42

* AIXAPAR: SE49724

http://www=01. ibm. com/support/docview. wss?uid=nas2b7c¢57b1f1035675186257927003
c8d48

* MANDRIVA: MDVSA-2011:144

http://www. mandriva. com/secur ity/advisories?name=MDVSA-2011:144
* REDHAT: RHSA-2011:1391

http://www. redhat. com/support/errata/RHSA-2011-1391. html

* REDHAT: RHSA-2011:1392

http://www. redhat. com/support/errata/RHSA-2011-1392. htm|

* BID: 49957

http://www. secur ityfocus. com/bid/49957

* SECTRACK: 1026144

http://www. secur itytracker. com/id?1026144

* SECUNIA: 46288

http://secunia. com/advisories/46288

* SECUNIA: 46414

http://secunia. com/advisories/46414

* XF: apache—modproxy—information—disclosure (70336)
http://xforce. iss. net/xforce/xfdb/70336

POk Apache #/8A— 3> 1.3.35, 2.0.58, 2.2.2 £ LLIZFCh o LBICEHF LTS
LY
M OWTIEISHBERERC L,

LIFTHE: 157.19.104.107 - FR—Fk: 80

HTTP N f-IX: Apache/2.2.17 (Unix) DAV/2 PHP/5. 3. 22

maE Apache HTTP Server @ ’'httpOnly’ Cookie gVE IdS . %ggéﬁglg:ggﬁg
12k B 1EHRTA VDTS (CVE-2012-0053) izcure cout 19869

2 BH Apache HTTP Server 2.2.x M5 2.2.21 @ protocol.c Tlk, Bad U7 T Xk (Bl£
400) TS—MERBIZ, AV A ERFEVICHELEFA. TNRIZEY, VE—FD
REENHI SN Web RV )T rEHATE (1) BELEHLIF 2 FELHBKD
ANYF—EEAERY B EZRUT, HTTPOnly cookie MIEZHEF T HETREMENH Y F

?_O

* GONF IRM:

http://httpd. apache. org/security/vulnerabilities_22. html

* GONF IRM:

http://svn. apache. org/viewvc?view=revision &revision=1235454

* CONF IRM:

https://bugzilla. redhat. com/show_bug. cgi?id=785069

* REDHAT: RHSA-2012:0128

http://www. redhat. com/support/errata/RHSA-2012-0128. htm|

* SUSE: openSUSE-SU-2012:0314

http://|ists. opensuse. org/opensuse—secur i ty—announce/2012-02/msg00026. htm|

* BID: 51706

http://www. secur ityfocus. com/bid/51706

o
s
|
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mm Apache HTTP S_erver @ 'httpOnly' Cookie g\eliurl*:Scout %:Gémw
12K BIRMMA LV DMESEM (CVE-2012-0053) o B
x5 Apache #/NA—2 3> 2.2.22 H LLIESHUBICEFHF LTI,
HMICOVWTIEISHERERCIZSLY,
LT CHHE: 157.19.104.107 - R—b: 80
HTTP N +-I&: Apache/2.2.17 (Unix) DAV/2 PHP/5. 3. 22
Apache HTTP Server @ 'LD_LIBRARY_PATH’ CVE id CVE-2012-0883
CIT] 2BH3FRELRTA T ZDOO— FIZk BHEFESecureScout 19855
(CVE-2012-0883) id
S BH Apache HTTP Server 2.4.2 EKi&®D envvars (Bll# envvars—std) (& LD _LIBRARY_PATH

12 €0 Y4 XDT4 LY MIEEFBEZFET, ThIZTKY, O—H)L 2—HNHN
apachect| DNETINTWBEIZ, BEDT—F>9 T4LOM)ADFOALADAKRE
DSO Z#FAWVT., ERZEF T HAEEMENHY FT,

S g * MLIST: [dev] 20120417 [ANNOUNCEMENT] Apache HTTP Server 2.4.2 Released
http://article. gmane. org/gmane. comp. apache. devel /48158
* CONFIRM:
http://svn. apache. org/viewvc?view=revision &revision=1296428
* CONF IRM:
http://www. apache. org/dist/httpd/Announcement2. 4. html

x5 Apache Z/N\—2 3> 2.4.2 L LLFIHLRBIZEFHF LTSS,
HMICOVWTIEHSRBERERIIZEL,

LIFCH#H: 157.19.104.107 - HR—Fk: 80

HTTP N +-I: Apache/2.2.17 (Unix) DAV/2 PHP/5. 3. 22

Apache HTTP Server @ Scoreboard CVE id CVE-2012-0031
O c&3o0—hitxal 7 TEDMEEHE SecureScout 19820
(CVE-2012-0031) id
snBA Apache HTTP Server 2.2.21 XU FNLLIEID scoreboard.c [Z&XY., O—AH)LD

—Hh scoreboard DEFAEY T AV FADEHEDNEEND 74 —ILKEBIET S

ZéITkY, Y—ERATEEESIEFREILIZY., BERICEK>TIEZDOMOTEED A >

N FEBZHAREMLHY FT,

* MISC:

http://www. hal fdog. net/Security/2011/ApacheScoreboardlinval idFreeOnShutdown/

* GONF IRM:

http://svn. apache. org/viewvc?view=revision &revision=1230065

* CONF IRM:

https://bugzilla. redhat. com/show_bug. cgi?id=773744

* REDHAT: RHSA-2012:0128

http://www. redhat. com/support/errata/RHSA-2012-0128. htm|

* SUSE: openSUSE-SU-2012:0314

http://|ists. opensuse. org/opensuse—secur i ty—announce/2012-02/msg00026. htm|

* BID: 51407

http://www. secur ityfocus. com/bid/51407

* SECUNIA: 47410

http://secunia. com/advisories/47410

PIE Apache Z/\—2 3> 2.2.22 H LLIFSHUBICEHFRL TS,
FHICOVNTIISRBERERIFLEL,

LI T#HE: 157.19.104.107 - 7~—Fk: 80

HTTP N +-1&: Apache/2.2.17 (Unix) DAV/2 PHP/5. 3. 22

W
s
>m
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DR Apache HTTP Server REZHR®D WRI g\e’E ::Sco - —?XE;OH'%”
"mod_proxy' [Z& B HEFHHE mu Y -
SH AR Apache HTTP Server @ 1.3.42 £FTO 1.3.x, 2.0.64 ETH 2.0.x BLY 2.2.21

EFTD 2.2.x M mod_proxy module [, JE 3> 1179239 D/N\y FHAHT LT

Bz, UN—R JAXTIDHTFEAD (1) RewriteRule B LU (2) ProxyPassMatch

NE—D EFEYICEROPYRY #TVWEFA, TIZEY., UE— FOKREEHLNE

MEBLEIZ @ (Fy bw—9) XFIELV . (A0Y) XFINEEALEFELGRER

@D Rl #AVT, 1YFSFRY N H—NAYH IR MEEETHAEENAHYET

* MISC:

https://community. qualys. com/blogs/securitylabs/2011/11/23/apache-reverse—pro

xy—bypass—issue

* CONFIRM:

http://thread. gmane. org/gmane. comp. apache. deve | /46440

* CONF IRM:

https://bugzilla. redhat. com/show_bug. cgi?id=756483

* URL: cve—2011-4317

https://community. qualys. com/blogs/securitylabs/tags/cve—2011-4317

Xt Apache M/A—2 3 % 1.3.42 FTO 1.3.x, 2.0.64 FTH 2.0.x HKXU 2.2. 21
FTOD 2.2 x5 LLFShURIZEFHF LTS,
HMICOVWTIESHERERCIZSLY,

LI T#HE: 157.19.104.107 - 7~—Fbk: 80

HTTP N F=[%: Apache/2.2.17 (Unix) DAV/2 PHP/5. 3. 22

W
o
cm

CVE id CVE-2011-3192
T Apache HTTP . SecureScout 19493
Y—NIZET 52— EXTHDERDHKB M -
e Apache HTTP 1.3.x, 2.0.64 FT®H 2.0.x LU 2.2.19 FTD 2.2.x AD

byterange 7 4 JLZ(ZHLVT, 2011 & 8 AIC—lkMICERAIATWLWSKSIZ, UE
— FOREENERODERT IHEEEZRETLHILOY AvF—ZALT. Y—EXFR
BB GCEUSEY CPURE) Z5IEER I AIREMAHY FT . Tl CVE-2007-0086
LIFELHHEHEETT,

* EXPLOIT-DB: 17696

http://www. exploit—db. com/exploits/17696

* FULLDISC: 20110820 Apache Killer
http://seclists. org/ful ldisclosure/2011/Aug/175

* FULLDISC: 20110824 Re: Apache Killer

http://archives. neohapsis. com/archives/ful Idisclosure/2011-08/0285. html

* MLIST: [announce] 20110824 Advisory: Range header DoS vulnerability Apache
HTTPD 1.3/2. x ¥(CVE-2011-3192¥)
http://mail-archives. apache. org/mod_mbox/httpd—announce/201108. mbox/%3c201108
24161640. 122D387DD@minotaur. apache. orgh3e

N
s
|

* CONF IRM:

http://www. gossamer—threads. com/ | ists/apache/dev/401638
* GONF IRM:
https://bugzilla. redhat. com/show_bug. cgi?id=732928

* GONF IRM:

https://issues. apache. org/bugzil la/show_bug. cgi?id=51714
* SECTRACK: 1025960
http://securitytracker. com/id?1025960
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CVE id CVE-2011-3192
1] Apache HTTP . SecureScout 19493
H—NIZHBITEH—EXRREDERDIEEEE - .
* SECUNIA: 45606
http://secunia. com/advisories/45606
* BID: 49303
http://www. securityfocus. com/bid/49303
POR 1 Apache M/A—2 3 2% 2.2.20 H LLIFINUBIZEFLTL SN,
HMICOVWTIISERERER IS,
LITCHH: 157.19.104.107 - HKR—Fb: 80
HTTP N +-[%: Apache/2.2.17 (Unix) DAV/2 PHP/5. 3. 22
CVE id CVE—2004-2320
HTTP TRACE * Vv FIZHF5 I BRSA k CYE-2000-3390
] b L—S 5 i EE CVE-2005-3498
- ¢ SecureScout 17623
id
EBA TRACE (&, HTTP B b /A= 3> 1.1 THIATEEL HTTP DAY Y FTY,

DAYy RILEE HTTP H—/NNIZBWTT 74 FTHHAAEETYT, COAYY FED
BHIE, 25472 D) T A MIL echo 2T S5 & T,

CDAYY RIE HITP AV ERADY SA T2 b LEESINERESISHT 2OIC
AULWShBaEEENHY ET, TS5IHA GET LS IT POST SO A Yy KEYR
—hLEWESD, COMREEOERIZIE ActiveX DFAD L S HENLGEREABELE
HYET,
B * MISC: Cross-Site Tracing
http://www. cgisecurity. com/whitehat-mirror/WhitePaper_screen. pdf
* MISG: Mitigating Cross—site Scripting With HTTP-only Cookies
http://msdn. microsoft. com/en—us/ | ibrary/ms533046. aspx
* BEA: BEA04-48. 01
http://dev2dev. bea. com/pub/advisory/68
* CERT-VN: VU#867593
http://www. kb. cert. org/vuls/id/867593
* BID: 9506
http://www. securityfocus. com/bid/9506
* OSVDB: 3726
http://www. osvdb. org/3726
* SECTRACK: 1008866
http://www. securitytracker. com/alerts/2004/Jan/1008866. html
* SECUNIA: 10726
http://secunia. com/advisories/10726
* XF: weblogic—trace—xss (14959)
http://xforce. iss. net/xforce/xfdb/14959
* SUNALERT: 102016
http://sunsolve. sun. com/search/document. do?assetkey=1-26-102016-1
* BID: 15222
http://www. secur ityfocus. com/bid/15222
* FRSIRT: ADV-2005-2226
http://www. frsirt. com/english/advisories/2005/2226
* OVAL: oval:org.mitre. oval :def:1445

http://oval. mitre. org/repository/data/getDef?id=oval :org. mitre. oval :def:1445
* SECTRACK: 1015112

W
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CVE id CVE-2004-2320
CVE-2005-3398
CVE-2005-3498
SecureScout 17623
id
http://securitytracker. com/id?1015112
* SECUNIA: 17334
http://secunia. com/advisories/17334
* GCONF IRM:
http://www—1. ibm. com/support/docview. wss?rs=180 &uid=swg27004980
* AIXAPAR: PK11017
http://www—1. ibm. com/support/docview. wss?uid=swg24010781
* BID: 15303
http://www. secur ityfocus. com/bid/15303
* FRSIRT: ADV-2005-2291
http://www. frsirt. com/english/advisories/2005/2291
* SECTRACK: 1015134
http://securitytracker.com/id?1015134
R TRACE FEDFEAZZEDILENTLZELY,

HTTP TRACE * Vv FIZHITEH 2 ORHA +
I

Apache [ZDWWTIX, LML AFREELET 2 —JL mod_rewrite ZFEALTL S
LY http://httpd. apache. org/docs/mod/mod_rewr ite. html
TRACE ZFEOHLEWN=HIZ, LUTEEBL T ZELN:

Rewr iteEngine On
Rewr iteCond %{REQUEST_METHOD} "TRACE
RewriteRule .* — [F]

Microsoft 1S MIZBE. HlZIEX URL Scan ZFAHAL TS, THOY—IIFZTHL
TAFARETT http://www. microsoft. com/technet/security/tools/ur|scan. mspx

URLScan DEREFH & T URL Scan AMEHET D HITP AV A DERAZEIZOVTOFE
WEIUTESRELTLESY
http://support. microsoft. com/default. aspx?scid=kb;en-us;326444

* FHHICOVWTIESHRERERECIZELY,
LIFTH#H: 157.19.104.107 - Hw—Fk: 80
TRACE / HTTP/1.0 XST: SecureScout TC: 17623 IUTVWIZRET B HTTP #-n" &5 :
http/1.1 200 ok
date: mon, 25 mar 2013 01:41:46 gmt
server: apache/2.2.17 (unix) dav/2 php/5.3.22
connection: close
content—type: message/http

trace / http/1.0
xst: securescout

tc: 17623
oo OpenSSH “X11UselLocalhost” 2k % X11 gZEu::Scout %g%;%ggﬁ:gZQQ
BREDtE X2 T« FERE d -
£ EA SO_REUSEADDR E%TE TBRIC/NA > FE&NTzR— MIxt LT/ A > F(2) 21T DR,

SecureScout [FEFEIETT, EFHE HKE4E Intelligent Wave 2012 22 / 29
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OpenSSH “X11UselLocalhost” IZ& % X11 gVE IdS . ?V;;?OM
EEED+tEX1 ) T« RE iZcure cou

WTWDARL—T 1 2T VRTALIK, B —Y id ALUETD/NA > K (BSD
MOIRELEDRTLAICEE) [THIELTWLSD, ALK A1V K ZFRLRAAE
BLTWLWEWD (Linux & Solaris) ZFxvH LZET,

HP/UX DESHENLDIDARL—TF 12T PRTLIK. ThoDF vy &N
LMf=8h. sshd_config(5) # 7 3> X11UselLocalhost A% "no” IZERESINTL S5
&, X111 EEHRZE(CHLEFETY, hickY, HBEHLKYERMLGNA D FE
BEIX LT, sshd DI KRA—F URFLYELBESINTERIASAEELSHY F
-a_o

IRED BD ARL—TF 4 4 L RXF L., Linux. 08 X 8L Solaris . LERDOF
IVIERTIHNDT, COHBIZHLIMETETIXHY £ A, X11UseLocalhost MT
THILMME “yes” DEFIZHE-TWREEL., BTIEHY FTEA,

FEHERR OpenSSH 5.1 Tl&, §RTDARL—T 1 >J JRTLTIOMEZEET
51=8IZ. X11UseLocalhost A no &E&TE SNT=ZEIZIL. SO_REUSEADDR #E&E L &F

A

COMEIE 5.1 KYRTIDN—23> 5.x BLY 5. 1p1 ITEVWTHRESINTLET,
S * CONFIRM:

http://openssh. com/security. html

* GONF IRM:

http://www. openssh. com/ ja/txt/release-5. 1

* BID: 30339

http://www. securityfocus. com/bid/30339

* VUPEN: ADV-2008-2148

http://www. frsirt. com/english/advisories/2008/2148
* SECTRACK: 1020537

http://www. securitytracker. com/id?1020537

* SECUNIA: 31179

http://secunia. com/advisories/31179

* XF: openssh—x11forwarding—info—disclosure (43940)
http://xforce. iss. net/xforce/xfdb/43940

* BUGTRAQ:
http://marc. info/?|=openssh—unix—dev &m=121084611818460 &w=2
xR PipEH, 0penSSH /N—2 32 51 127y THL—FRKLTLEEL,
HMICONWTIEISBERERIIZEL,
LIFCHHEY: 157.19.104.107 - HR—Fhk: 22

SSH DHEFFAEN - 3y -
OpenSSH_5. 0 NetBSD_Secure_Shel [-20080403—hpn13v1

PHP ’phar/tar.c’ IZH+T5E—T CVE id CVE-2012-2386
1 Ny277 A—nN"—270—0K5HMH% SecureScout 13991
(CVE-2012-2386) id
SHER PHP 5.3.14 RiFEH LUV 5.4.4 KjimD 5.4.x O phar YEED tar.c HD

phar_parse_tarfile BABIOBE#A;—/1\—T70—I2&kY, VE—FOKEBEENE—TA
— X NYIT7 A—=—N—J0—%FHKT 5. ##IEnf tar T7MILERNT, Y¥—
EXFREE (FFIVH5—>3a3y H5via) #31&RILIY. HBEIZE>TIHEED
O— FEETTHaE8EENHY £,
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PHP 'phar/tar.c’ [ZHITHE—T CVE id CVE—2012-2386
O RNy277 A—n"—270—-0K5HEMH SecureScout 13991
(CVE-2012-2386) id
S g * MLIST: [oss—security] 20120522 Re: CVE request: PHP Phar — arbitrary code
execution
http://openwal |. com/ | ists/oss—security/2012/05/22/10
* MISC:
http://0x1/84 k. blogspot. com/2011/04/php—phar—extension—heap—overf|ow. html
* GCONF IRM:
http://git. php. net/?p=php—src. git;a=commit;h=158d8a6b088662ce9d31e0c777cbebe9
Oefdc854
* CONF IRM:
http://www. php. net/ChangelLog—5. php
* GCONF IRM:
https://bugs. php. net/bug. php?id=61065
* CONFIRM:
https://bugzilla. redhat. com/show_bug. cgi?id=823594
* CONF IRM:
http://support. apple. com/kb/HT5501?viewlocale=ja_JP
* APPLE: APPLE-SA-2012-09-19-2
http://lists. apple. com/archives/secur ity—announce/2012/Sep/msg00004. html
* SUSE: SUSE-SU-2012:0840
http://|ists. opensuse. org/opensuse—secur i ty—announce/2012-07/msg00003. html

POK N—232 544 HLLIECHURIZEFRLTLESL,
M OWTIESEERERCIE S0,
LUTCHE: 157.19.104.107 - H—Fk: 80

HTTP N +-IX: Apache/2.2.17 (Unix) DAV/2 PHP/5. 3. 22
PHP &N =Y 3Y: 5.3.22

D PHP rfel867.c ' ISBIFBT ALY K Y gVE 'dS - W
b SA—HILDNESEME (CVE-2012-1172) izcure cout 19896
Bk PHP 5.4.0 Ri&(D rfcl867.c DI 7 AL 7 v JA— FOEERZ, NAME BHEEROF

EA [ (BFEN XFIZEUMIOAEBLEFA, TRIZEY. UE— FOKREELNE
BOIT7A4LDT7yTO—FORPIZ. BEDT7ALBHIRERS RV ) T ~EF
ALT. Y—EXTE (FIEX $_FILES 1 T v I R) &5|FRILEzY. Ta4LY
) FSN—HFIKREEZERTTEHIENRBICHYFETS,

* MLIST: [oss—security] 20120313 Re: CVE request for PHP 5.3.x Corrupted

$ FILES indices lead to security concern
http://openwal |. com/ | ists/oss—security/2012/03/13/4

* MISC:

http://isisblogs. poly. edu/2011/08/11/php—not—proper | y—checking—params/

* MISC:

https://bugs. php. net/bug. php?id=48597

* MISC:

https://bugs. php. net/bug. php?id=49683

* MISG:

https://nealpoole. com/blog/2011/10/directory—traversal-via—php—multi—file-upl
oads/

* MISC:

https://students. mimuw. edu. pl/"ai292615/php_multipleupload overwrite. pdf

* CONFIRM:

o
=
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e PHP rfel86l.c ' ISBIHAT 4 LY kY gVE Ids - W
P A—HILDKETEM (CVE-2012-1172) izcure cout 19896

http://svn. php. net/viewvc/php/php—src/branches/PHP_5 4/main/rfc1867. c?r1=3216
64 &r2=321663 &pathrev=321664

* CONFIRM:
http://svn. php. net/viewvc?view=revision &revision=321664
* CONF IRM:
http://www. php. net/ChangeLog—5. php#5. 4.0
* CONFIRM:
https://bugs. php. net/bug. php?id=54374
* CONF IRM:
https://bugs. php. net/bug. php?id=55500
T N—232 541 HELLIECHUBFICEFHFLTLLEIL,
HMICOVWTIESHERERCIZELY,
LIFCHRH: 157.19.104.107 - R—Fk: 80

HTTP N f-IX: Apache/2.2.17 (Unix) DAV/2 PHP/5. 3. 22
PHP &N =Y 3Y: 5.3.22

CVE id CVE-2006-1549
T PHP 2B B FEVEBIRE~ADREFITHEUMESSM  SecureScout 17780
id
i AR PP D/A—23 > 4.4.2 B&EU 5. 1.2 IZEWT, O—HJL 2—HH, BRE#%EE

EBIUVEFTTBEICEST, 95y va (BTAVT—2avEE) 23|28
FTHREEMEAHY FT, ETE . FNLUBON—a v TEEELZZ (AR H D &
M, EEHOHIE 3 BEAMSHESATLET,

COMEEMEIF, N—T3ar 44 x BEY 5.x ITBVWTHRESATVET,

COMBEDELERIEHY FEA,
Jii} * BUGTRAQ: 20060409 function *() php/apache Crash PHP 4.4.2 and 5.1.2
http://www. secur ityfocus. com/archive/1/archive/1/430453/100/0/threaded
* BUGTRAQ: 20060410 Re: function *() php/apache Crash PHP 4.4.2 and 5.1.2
http://www. securityfocus. com/archive/1/archive/1/430598/100/0/threaded
* BUGTRAQ: 20060412 Re: function *() php/apache Crash PHP 4.4.2 and 5.1.2
http://www. secur ityfocus. com/archive/1/archive/1/430742/100/0/threaded
* BUGTRAQ: 20060414 Re: Re: function *() php/apache Crash PHP 4.4.2 and 5.1.2
http://www. securityfocus. com/archive/1/archive/1/431018/100/0/threaded
* SREASONRES: 20060408 function *() php/apache CGrash PHP 4.4.2 and 5.1.2
http://securityreason. com/achievement_securityalert/35
* MISC:
http://www. php—security. org/MOPB/MOPB-02-2007. html
* FRSIRT: ADV-2006-1290
http://www. frsirt. com/english/advisories/2006/1290
* OSVDB: 24485
http://www. osvdb. org/24485
* SECTRACK: 1015880
http://securitytracker. com/id?1015880
* SREASON: 2312
http://securityreason. com/securityalert/2312
* SREASON: 676
http://securityreason. com/securityalert/676

W
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CVE id CVE-2006-1549
T PHP 2B+ FVBRADREEZTHAUMESEM  SecureScout 17780
id

* XF: php—function—dos (25704)
http://xforce. iss. net/xforce/xfdb/25704

PO BEDEZAH, COMBOEBERIEHY THA,
HMICONWTIEISHBEERC LS,
LIFCHRE: 157.19.104.107 - HR—Fbk: 80

HTTP N F-[%: Apache/2.2.17 (Unix) DAV/2 PHP/5. 3.22
PHP #&HN -V 3v: 5.3.22
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BRI Mgt

. CVE id CVE-2012-0021
T Apache HTTP Server (D mod_log_config

281+ 59— ERTEEDHETEM (CVE-2012-0021) ?Z"”rescwt 19949

BR Apache HTTP Server 2.2.17 /5 2.2.21 @D mod_log config ELa—ILD
mod_log config.c M log cookie BA%KIZ. AL v K MPM AMERENBEEIZ. %{}C
74+ —3 vy rXFHEEVIREBELEFRA, TIIZEKY, UE—FOHREBEENARTE
EORANRIFTTNE Y yF—FHAWTH—ERTRE (T—FY 95vPa) 5=
ECTRREEENHY FET,
Ha * CONF IRM:
http://httpd. apache. org/security/vulnerabilities_22. html
* GONF IRM:
http://svn. apache. org/viewvc?view=revision &revision=1227292
* CONF IRM:
https://bugzil la. redhat. com/show_bug. cgi?id=785065
* CONF IRM:
https://issues. apache. org/bugzi | la/show_bug. cgi?id=52256
* GONF IRM:
http://www. oracle. com/technetwork/ jp/topics/security/top—1709266—ja. html
* HP: HPSBMU02786
http://h20000. www2. hp. com/bizsupport/TechSupport/Document. jsp?ob ject |D=c03360
041
x5 Apache Z/\—2 32 2.2.22 H LLIESHUBICEHFRLTLIESL,
HMICOVWTIESEBERER 2L,
LIT TR : 157.19.104.107 - HR—F: 80
HTTP N F-[%: Apache/2.2.17 (Unix) DAV/2 PHP/5.3.22

W

CVE id CVE-1999-0655
T HTTP N —DEH SecureScout 15025
id
Bl B—4y kb KRR &, Web H—/\DEHELN— 3V ERZVLET,
NEREBEFICFRAINAT, BMOMKBHEOEREZHITINSAEEENHY FT,
i * MISC: Read section 10.14 of RFC 1945
http://www. ietf. org/rfc/rfc1945. txt
PO H—N\EZEE (AREEREODOTE) LTLEESWL: HITP AYSF—0H(ZT4—ILF
MEENET, RFC 1945 (XA T4 XaL— 3 VARETHA T EZFIRELTLE
ER
LI FTHE: 157.19.104.107 - R—Fk: 80

HTTP #-n" N =Y 3Y:  Apache/2.2.17 (Unix) DAV/2 PHP/5. 3. 22

CVE id CVE-1999-0524
CTT1 I1cMP 24 LRE Y T RIEDHGESSHE SecureScout 11010
id
SR AA BEE. KX KRE ICMP OIRIEICEST ICMP B4 LRAVTOYH TR MIGEL
EX I
FhE, 2y FI—O ZLEIEZEHIZTELDNEIENANHY T,
SR * NETVIGILANCE-VULNDB: 11010

http://descriptions. securescout. com/tc/11010
* NETVIGILANCE-VULNDB: 11011
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CVE id CVE—1999-0524
CTTT 1cMP &2 A LRA U TRIEDMEH M SecureScout 11010
id
http://descriptions. securescout. com/tc/11011

* MISC:
http://kb. vmware. com/selfservice/microsites/search. do?cmd=displayKC
&external 1d=1434
* OSVDB: 95
http://www. osvdb. org/95
* XF: icmp—netmask (306)
http://xforce. iss. net/xforce/xfdb/306
* XF: icmp—timestamp (322)
http://xforce. iss. net/xforce/xfdb/322
T ICMP YO TRk /N7y FMIRELGBWESIRAMZEZRELTLEEELY,
ZTOY—EXDNRBEEINIE, T7ATI4+—ILT IOWP ZALREAVT 7y b &
BE1E L T FZ&LY,
LITCHRH:  157.19.104. 107
F{E54L25V7" : 01:42:21.000
ZIE94L25V7° . 01:42:22. 205
EAESMLREVT : 01:42:22. 205

CVE id CVE-2012-0814
11 OpenSSH Forced command SecureScout 12185
MIBIZH T B IEHRFBDRESSE (CVE-2012-0814) » .

AR OpenSSH 5.7 K@M sshd ) auth-options.c KO auth parse options BE#XI.
authorized_keys command AT 3 VEBALETNYY A yt—CFBEHLET, £
NIZ&Y, VE—FRIESNEI—IDNZDOAVE—U%SBTH LT, BEHED
EWAREM D H D EREBENICESRIT SAREMELHY £9,

* MLIST: [oss—security] 20120126 CVE Request: Debian (others?) openssh-
server: Forced Command handling leaks private information to ssh clients
http://openwal |. com/| ists/oss—security/2012/01/26/15

* MLIST: [oss—security] 20120126 Re: CVE Request: Debian (others?) openssh-—
server: Forced Command handling leaks private information to ssh clients
http://openwall. com/|ists/oss—security/2012/01/27/1

% MLIST: [oss—security] 20120126 Re: CVE Request: Debian (others?) openssh-
server: Forced Command handling leaks private information to ssh clients
http://openwal |. com/ | ists/oss—security/2012/01/26/16

* MLIST: [oss—security] 20120127 Re: CVE Request: Debian (others?) openssh-
server: Forced Command handling leaks private information to ssh clients
http://openwal |. com/ | ists/oss—security/2012/01/27/4

* CONF IRM:

http://bugs. debian. org/cgi—bin/bugreport. cgi?bug=657445

* CONFIRM:

http://www. openbsd. org/cgi-bin/cvsweb/src/usr. bin/ssh/auth-options. c

* CONF IRM:

http://www. openbsd. org/cgi—bin/cvsweb/src/usr. bin/ssh/auth-options. c. diff?ri1=
1.53;r2=1.54

* BID: 51702

http://www. securityfocus. com/bid/51702

* 0SVDB: 78706

http://osvdb. org/78706

* XF: opensshserver—commands—info—disc (72756)

W
B
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CVE id CVE-2012-0814
171 OpenSSH Forced command SecureScout 12185
WERZH TS 1EHRIBROMETFME (CVE-2012-0814) o e

http://xforce. iss. net/xforce/xfdb/72756

* R OpenSSH Z %< &, N—23 0 5.7 1279 THL—RKLTLEEL,
HMICOWTIESBERERCIE S0,
LIFCHE: 157.19.104.107 - HR—Fk: 22

SSH DHEFHAEN - 3y -
OpenSSH_5. 0 NetBSD_Secure_Shel [-20080403—hpn13v1

CVE id GENER | C-MAP-NOMATCH
[TT1 SSH H—EXMIFEILTLVET SecureScout 13078
id
Bl H—NIZEHELTRZELENNY I 7ZNEBTEHIEICK-T, SSH H—/\DE A T &

N=U3 UARDIFONET,
COBHERY FT—V ETHREZLMTSEOIFHIRAESAEIBNALHYFT,

SR * NETVIGILANCE:

http://descriptions. securescout. com/tc/13078
*F R AJA 2 DNFT—ZFEEL, NEASNDIERZFPRL TS,
LIFCHHE: 157.19.104.107 - HR—Fk: 22

SSH-2. 0-OPENSSH_5. 0 NETBSD_SECURE_SHELL—-20080403-HPN13V1

CVE id CVE-1999-0525
[TT1 Traceroute HMFIFHTIAE SecureScout 11100
id
5 BA traceroute 77U —La VIFRRAMETORY FO—I8BBEVRAMRRLET,

nlE, FEIL—FDEMEUVRNE IP DF KLy U IAREEAE. L—T1 Y
GNRRAIZDONWTDERZEZLABELET,

SR * MISC: Traceroute
http://en.wikipedia. org/wiki/Traceroute
PR 3 Traceroute (4 U2 —Fy MIHEHKRT H5L2TOIY L U THHARIETT,

A8 —FI)L 2y FID—9TRHWLNBET L UTIH, FELE UDP 7R— k ZF5EH
57432 L. Traceroute [ET7 74 T4 —ILOREBMSEELFET, Traceroute
O TR MIEE 32768 FLLLE®D UDP R— rH#FA L EI, Traceroute DIHE(E.
ICMP R FaJLED TTL i -type 11- A vE—IUH KUY ICMP A FaLEDY
—EXDFATREE -type 3- A v E—DITHBSAEEELHY FT,

LITFCHH: 157.19.104. 107

fiAb gateway107. csse. muroran—it. ac. jp ~@® Traceroute :

> 157.19.201.126 157.19.201.126

> gateway107. csse. muroran—it. ac. jp 157.19. 104. 107
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